
1

Financial Crime update

12 September 2017



22 September 2017 2

• GFSC Intro
• MONEYVAL overview by the National Coordinator Representative
• Update since March
• What’s next
• Questions/Comments



gibraltarfinance.gi

FSC Industry Outreach Programme
Sept 2017



gibraltarfinance.gi

The Committee of Experts on the Evaluation of 
Anti-Money Laundering Measures and the 
Financing of Terrorism - MONEYVAL is a 
permanent monitoring body of the Council of 
Europe entrusted with the task of assessing 
compliance with the principal international 
standards to counter money laundering and the 
financing of terrorism and the effectiveness of 
their implementation, as well as with the task of 
making recommendations to national 
authorities in respect of necessary 
improvements to their systems. 

Key competencies and tasks:

 assess its members' compliance with all relevant 
international standards in the legal, financial and 
law enforcement sectors through a peer review 
process of mutual evaluations, including 
assessment of effectiveness of the implemented 
measures in practice; 

 formulate recommendations on ways to improve 
the effectiveness of domestic regimes to combat 
money laundering and terrorist financing and 
states’ capacities to co-operate internationally in 
these areas;
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http://www.fatf-gafi.org > PUBLICATIONS > FATF RECOMENDATIONS
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 The goal of an assessment of effectiveness is to provide an 
appreciation of the whole of the country’s AML/CFT system and how 
well it works.  

 It requires a judgement as to whether, or to what extent defined 
outcomes are being achieved, i.e. whether the key objectives of an 
AML/CFT system, in line with the FATF Standards, are being 
effectively met in practice.
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3. Supervisors appropriately supervise, monitor and regulate financial 
institutions and DNFBPs for compliance with AML/CFT requirements 
commensurate with their risks.

4. Financial institutions and DNFBPs adequately apply AML/CFT 
preventive measures commensurate with their risks, and report 
suspicious transactions
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Supervisors appropriately supervise, monitor and regulate financial institutions and 
DNFBPs for compliance with AML/CFT requirements commensurate with their risks.

Characteristics of an effective system
 Supervision and monitoring address and mitigate the money laundering and terrorist financing risks in the 

financial and other relevant sectors by:
• preventing criminals and their associates from holding, or being the beneficial owner of, a significant or 

controlling interest or a management function in financial institutions or DNFBPs; and 
• promptly identifying, remedying, and sanctioning, where appropriate, violations of AML/CFT 

requirements or failings in money laundering and terrorist financing risk management.
 Supervisors provide financial institutions and DNFBPs with adequate feedback and guidance on compliance 

with AML/CFT requirements. Over time, supervision and monitoring improve the level of AML/CFT 
compliance, and discourage attempts by criminals to abuse the financial and DNFBP sectors, particularly in 
the sectors most exposed to money laundering and terrorist financing risks.

 This outcome relates primarily to Recommendations 14, 26 to 28, 34 and 35, and also elements of 
Recommendations 1 and 40.
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Financial institutions and DNFBPs adequately apply AML/CFT preventive measures 
commensurate with their risks, and report suspicious transactions

Characteristics of an effective system
 Financial institutions and DNFBPs understand the nature and level of their money 

laundering and terrorist financing risks; develop and apply AML/CFT policies (including 
group-wide policies), internal controls, and programmes to adequately mitigate those 
risks; apply appropriate CDD measures to identify and verify their customers (including 
the beneficial owners) and conduct ongoing monitoring; adequately detect and report 
suspicious transactions; and comply with other AML/CFT requirements. This ultimately 
leads to a reduction in money laundering and terrorist financing activity within these 
entities.

 This outcome relates primarily to Recommendations 9 to 23, and also elements of 
Recommendations 1, 6 and 29.
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A benefit arises when when a person;

Acquires property Acquiries a pecuniary advantage

Someone has benefitted from this conduct;

Irrespective of who carried it out Irrespective who benefitted

Criminal Conduct has taken place which;

If occurs in Gib, is an offence If occurs outside Gib, is an indictable offence
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Offences
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The defence for an Authorised Disclosure is only available 
during or after a prohibited act if;
• (c) the disclosure is made on his own initiative and as 

soon as is practicable after he first knows or suspects 
that the property constitutes or represents a person’s 
benefit from criminal conduct. (S4G(3) POCA)

• (c) the disclosure is made on his own initiative and as 
soon as it is practicable for him to make it. (S4G(3) 
POCA)
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Consent
Mechanism
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POCA now puts into statute that it is the responsibility of a 
director, senior manager or partner to ensure the firm’s 
compliance with Parts II and III of POCA.

A firm’s policies, controls and procedures must not be 
implemented without the prior approval of senior 
management (S26A).
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On applying a risk-based approach, firms must take into 
account the following risk variables so it will be important to 
be able to demonstrate to the regulators that these have 
been adequately considered and documented;

• the purpose of an account or relationship;
• the level of assets to be deposited by a customer or the size of 

transactions undertaken;
• the regularity or duration of the business relationship.
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POCA requires firms to conduct a formal risk assessment 
process to identify risks of Money Laundering and Terrorist 
Financing which must include an assessment of;

• Customers
• Countries or Geographic Areas
• Products
• Services
• Transactions or Delivery Channels
• National Risk Assessment
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 A new requirement is that firms must have an employee screening 
programme to identify if criminals are involved with a relevant financial 
business.  This applies at all levels of employment and not at senior 
management level.

 It is up to the Supervisory Authorities to prevent persons convicted of 
a relevant offence or their associates from holding a management 
function in, or being a beneficial owner of, those businesses. (S30(3))

 In establishing whether a person is fit and proper to hold a 
management function or being a beneficial owner of a relevant 
financial business, the supervisory authorities are now required to 
conduct criminal checks. (S30C)
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Firms must also verify that any person purporting to act on 
behalf of the customer is so authorised and identify and 
verify the identity of that person.
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 The definition of a Politically Exposed Person (PEP) includes domestic PEPs as well as foreign 
PEPs.

 Firms must ensure that when establishing business relationships, as well as throughout the 
lifespan of that relationship, they have adequate risk based systems to detect if the proposed or 
existing customer is or becomes a PEP (S26(2)(c)).

 It should be noted that there are new definitions of “Family Members” of PEPS as well as 
“persons known to be close associates” of PEPs and these persons should be treated as PEPs 
themselves and subject to the same controls and continuing obligations.

 Firms are advised that in light of the expanded definition of PEPs that processes are put in place 
to determine if existing customers now fall into this category.

 Firms must, for at least 12 months after ceasing to be a PEP, take into account the continuing risk 
posed by that person and to apply appropriate and risk-sensitive measures until such time as 
that person  is deemed to  pose no  further risk specific to  politically exposed persons.
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Firms are required to undertake an independent audit which 
tests the policies, controls and procedures of a relevant 
financial business on a regular frequency.
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Firms dealing in life assurance products must ensure that 
enhanced CDD is conducted and verification conducted 
whenever beneficiaries are identified or designated and 
there is to be a payout.

There are additional controls necessary to determine if such 
beneficiaries are PEPs. 
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The training requirement for firms has been expanded in 
POCA which must now also include relevant data protection 
requirements.
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Where a relevant financial business operates in other 
countries, POCA has made it more explicit as to the 
application of the Gibraltar requirements and requires the 
termination of relationships where host country standards 
are not sufficient.
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Further amendments to POCA for FATF compliance
Cash Declaration System for extra-EU Travellers
Unified Sanctions/terrorist/UN/EU/WMD listings



Update since March

• Financial Crime Data Analysis
• Self assessment against MONEYVAL standards
• Implementing and enhancing procedures
• IT developments
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Financial Crime supervisory approach
Technical compliance vs Effectiveness:

• Firms will have to evidence their compliance with statutory and regulatory 
requirements, and they will also have to evidence the effectiveness of its 
approach and controls

• Firms will have to be able to adequately articulate their risk methodology, 
the rationale for it, and evidence how they have assessed that it effective in 
preventing ML/TF risks.

• Assumption that money laundering and terrorist financing is occurring
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What’s next?

• The GFSC has established a plan for the next 12 – 18 months.  This 
covers;

‒ Continue planning for the MONEYVAL Evaluation
‒ Implementation of the enhanced Financial Crime Supervisory approach

• MONEYVAL Evaluation
‒ Ongoing self assessment against MONEYVAL standards
‒ Continue to revise processes to meet standards
‒ Produce information as and when required by MONEYVAL
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What’s next? – supervisory approach
• Thematic Reviews

‒ GFSC plan to manage risks identified within the NRA
‒ Sectors within the NRA are TCSP, Funds, Emoney, Bureau
‒ Limited to the consideration of ML/TF risks

• Revised Financial Crime Return
‒ Annual Return
‒ Feedback received
‒ Engagement with the industry to understand risks

• Revised website
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What’s next? – supervisory approach

• Guidance
‒ Revamp our guidance notes on AML/CFT Controls
‒ User friendly
‒ Set out GFSC’s expectations
‒ Use of examples of application of requirements

• Industry engagement
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Questions
Comments


